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Abstract—In recent years, various studies have demonstrated
methods to recover sound/speech with an optical sensor. Fortu-
nately, each of these methods possess drawbacks limiting their
utility (e.g., limited to recovering sounds at high volumes, utilize
a sensor indicating their use, rely on objects not commonly found
in offices, require preliminary data collection, etc.). One unad-
dressed method of recovering speech optically is via observing
lightweight reflective objects (e.g., iced coffee can, smartphone
stand, desk ornament) with a photodiode, an optical sensor used
to convert photons to electricity. In this paper, we present the
’little seal bug’ attack, an optical side-channel attack which
exploits fluctuations in air pressure on the surface of a shiny
object occurring in response to sound, to recover speech optically
and passively using a photodiode. These air pressure fluctuations
cause the shiny object to vibrate and reflect light modulated by
the nearby sound; as a result, these objects can be used by
eavesdroppers (e.g., private investigator, surveilling spouse) to
recover the content of a victim’s conversation when the victim
is near such objects. We show how to determine the sensitivity
specifications of the optical equipment (photodiode, ADC, etc.)
needed to recover the minuscule vibrations of lightweight shiny
objects caused by the surrounding sound waves. Given the
optical measurements obtained from light reflected off shiny
objects, we design and utilize an algorithm to isolate the speech
contents from the optical measurements. In our evaluation of
the ’little seal bug’ attack, we compare its performance to that
of related methods. We find eavesdroppers can exploit various
lightweight shiny objects to optically recover the content of
conversations at equal/higher quality than prior methods (fair-
excellent intelligibility) while doing so from greater distances (up
to 35 meters) and lower speech volumes (75 dB). We conclude
that lightweight shiny objects are a potent attack vector for
recovering speech optically, and can be harmful to victims
being targeted for sensitive information conveyed in a spoken
conversation (e.g., in cases of corporate espionage or intimate
partner violence/surveillance) when seated at a desk near a
lightweight reflective object.

I. INTRODUCTION

"Great Seal Bug’ [1]], a.k.a., the Thing’, was the first covert
listening device that utilized passive techniques to transmit
an audio signal for the purpose of speech eavesdropping It
consisted of a passive device that was concealed inside a gift
(a picture of the Great Seal of the United States) which was
given by the Soviet Union to the United States Ambassador to
the Soviet Union in 1945. The concealed passive device, which
is considered a predecessor of radio frequency identification
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Fig. 1: A photodiode is mounted on a telescope (left) and
directed at a shiny object on a desk (right). The photodiode is
used to obtain optical measurements from the light reflected
from the shiny object’s minuscule vibrations induced by sound.

(RFID) technology, became an operative listening device when
it was activated by the Soviets who ’illuminated’ it using
electromagnetic energy from an external source. Since the
device was passive and considered quite innovative at the
time (eight decades ago), it took the Americans six years to
determine its real purpose as a listening device, when it was
accidentally found by a British embassy radio operator.

Well-known incident and various studies [2], [3/], [4], [5],
(60, 71, (81, [9], [10], [11] published over the years have shed
light on the practicality of speech eavesdropping. The incidents
and studies showed how far motivated entities are willing to
go, in order to recover the content of speech. Moreover, the
incidents proved that compromised devices can be used for
eavesdropping, via non-acoustic data obtained from: (1) an
integrated sensor [2[], [30, [4], [SM, [6l, [71, [Ol, [10], [11] (e.g.,
using a smartphone’s motion sensor data or a robotic vacuum
cleaner’s LiDAR data) or (2) emanations from the device [10]],
(L1, 181, (12, [13] (e.g., electromagnetic radiation emitted
from a PC’s hard disk and earphones or light emitted from
speakers).

In order to prevent eavesdroppers from recovering the con-
tent of conversations from compromised devices, organizations
implement policies aimed at preventing employees and visitors
from using their electronic devices on the organization’s
premises. As a result, eavesdroppers have sought new methods
for recovering speech that do not rely on a compromised
device, and in recent years, several methods have been pro-
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posed (e.g., the visual microphorie[14], Lamphadné [15], atide 'little seal bug' attack utilizes a lightweight shiny object as
the laser microphoné [16], [17]). While the studies presentirsgdiaphragm, and an external light source as a transducer. We
these methods improved understanding of the privacy ristemonstrate that objects which don't produce their own light
posed by objects located in proximity to potential victims, thean be used as a diaphragm to optically recover sound, as long
proposed methods suffer from at least one of the followiras they are lightweight and re ective, generalizing the attack
disadvantages: (1) some methods are limited to recoveridgmonstrated in Lamphone beyond lamps which produce their
speech at a high volume 85 dB), limiting their effectiveness own light.
at recovering speech from lower volumes; (2) some methodsThe rest of the paper is structured as follows: In Section
rely on spying equipment, limiting their use in countries thdf] we review existing methods for eavesdropping. In Section
restrict the sale of this equipment; (3) some methods reqylf§ we present the threat model. In Sectipn| IV, we analyze
an active laser beam to be directed at objects located n#® response of a shiny weight to sound, and in Seffjon V, we
the target, a fact that increases the likelihood of detection \i@scribe the steps performed to recover sound from the optical
dedicated sensors, and (4) some methods rely on the preseneasurements obtained from a shiny object. In Seffigpn VI, we
of objects that are not commonly used in of ces today (e.gevaluate the 'little seal bug' attack's performance on the task
a hanging light bulb). of recovering sound from various objects and distances. In
In this paper, we present the 'little seal bug’, an optiSection[VI] we present countermeasure methods against the
cal eavesdropping method aimed at recovering speech friittle seal bug' attack, and we discuss limitations of the 'little
lightweight shiny objects via minuscule vibrations that occweal bug attack' in Section V]Il. We discuss the ndings of
when sound (air pressure) hits such objects' surfaces. We shitwg research in Sectidn]X.
how eavesdroppers (e.g., private investigator, nosey spouse)
can exploit these objects (little seal bugs') as optical implants
when they re ect light, in order to recover the content of con-
versations by analyzing optical data obtained by a photodiodeln this section, we review related work in the eld of speech
directed at such objects. To accomplish this, we rst analyzecovery using optical sensors. The rst group of optical
the movement of various shiny objects and show that theiavesdropping methods aeetive methods, methods which
vibrations can be captured by a photodiode. Based on garfuire a laser beam directed at an observed object in order
ndings, we suggest a sound recovery model that recoveis obtain the required optical data to recover sound. These
speech from light obtained from re ective objects. Finallymethods recover sound using a laser beam directed at an
we compare the performance of the proposed 'little seal bugbject, where the beam is directed either from a dedicated
attack to the performance of two state-of-the-art methotisser [16], [17], [18], or LiDAR sensor [9]. The laser beam
(visual microphone[[14] and Lamphonie [15]). We show thas re ected off of an object, back to a sensor (e.g., a video
the proposed attack can be used to recover the content afaanera([18], LiDAR [[9], laser transceiver [16], [17]) which
victim's conversation held when the victim is seated at a degken converts the beam into an audio signal. This conversion
with fair intelligibility, from a distance of 35 meters. process takes advantage of miniscule object vibrations detected
In this paper, we make the following contributions: (1py analyzing the laser's speckle patterns [18] or raw LiDAR
We raise awareness regarding the fact that lightweight shirgturns [9]. Active methods are limited in their practical use
objects can be exploited as optical implants for the purposefof visual eavesdropping since they rely on a laser beam [16],
recovering speech (hence their name 'little seal bugs’). Suft8], [9], [17], which increases the likelihood of detection
objects, which may be purchased by potential victims fdgeven if the beam is invisible) by using a dedicated optical
personal use/decoration or received as swag at conferensessor to detect (1) the frequency/wavelength of the laser, or
are often placed on desks. By virtue of their presence ¢®) the sudden appearance of light in a room or on a window.
desks, these objects may behave as diaphragms and vibfdte 'little seal bug' is a passive method, not relying on active
in response to conversations (e.g., virtual meetings and phdr@ams (e.g., laser), avoiding detection by optical sensors.
calls) that take place at the desk. Moreover, when light is The second group of methods grassivemethods, methods
re ected from their surface, it is modulated by vibrationsvhich obtain optical data from passive observation of the
resulting from the speech of the conversation, a fact that cimgeted objects. These passive observation methods utilize
be exploited to recover the content of the conversation layrange of optical sensors, including photodiodes [13], [19],
using a remote photodiode. (2) We present a speech recoveigh-speed video cameras [14], and electro-optical sensors
method that does not suffer from the disadvantages of existifigp]. These methods take advantage of optical information
methods: the 'little seal bug' attack is capable of recoveringroduced as a side effect of speech, such as uctuating
speech from objects (e.g., a smartphone stand, an emptyver LED intensity correlated to a desktop speaker's power
beverage can, desk ornaments) that are commonly placedconsumption [13] or minuscule vibrations of various of ce
desks (as opposed to Lamphone][15] which relies on tbbéjects, e.g., a water bottle or bag of chips [14] or a hanging
presence of a hanging light bulb) and at lower volume thdight bulb [15]. While these methods demonstrate the ability
prior methods (as opposed to the visual microphbnke [14] whith recover speech passively, they are limited in one of the
is limited to recovering speech at an average volume leviellowing ways: they rely on (1) a very high sound level (over
of 95 dB). In addition, while Lamphone utilizes an of ce95 dB, on average) well beyond the sound level of speech and
lamp/light as a diaphragm and transducer for recovering sourdfual meetings (e.g., [14]); or (2) hanging and desk lamp light
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bulbs [15] which emanate light. In addition, some methodan observed conversation. Attacker interests can include: (1)
(3) can only be used to recover the content of virtual speakeistaining organizational passwords/operational information,
in meetings, since they rely on leakage from devices (e.¢2) stealing a competitor's intellectual property (IP) and/or
[13], [19]); or (4) rely on post-processing analytics obtainetrade secrets’, (3) blackmail, determining a spouse's in delity,
from a pre-recorded sample (e.g., [14]). and/or obtaining information for divorce proceedings, or (4)
We present the 'little seal bug' attack as an abstraction obtaining a person's plans/schedule to avoid or intercept them
Lamphone. In order to capture and process speech, a mid&#].
phone consists of three parts: (1) a diaphragm, (2) a transduceAssumptions. We assume a victim (person) that is located
and (3) an ADC. Lamphone utilizes an of ce lampl/light asn their house and seated at a desk exchanging/sharing in-
both a diaphragm and a transducer, and an ADC to convéatmation in a phone call or virtual meeting. We assume
electrical signals, obtained from an electro-optical sensor, tteat the victim makes the call/attends the meeting from an
digital signals. In the 'little seal bug' attack, lightweight shinyof ce/room that contains a 'little seal bug', in the form of
objects serve as diaphragms, vibrating according to the speaclightweight shiny object, which is located 25-50 cm away
in the room, while an external light source serves as tlfi®m the victim, a reasonable distance in this setting (the depth
transducer, with an ADC to convert electrical signals obtained a standard desk is 60 cm). We consider the eavesdropper
from the photodiode to digital signals. We demonstrate thtt be a malicious entity interested in recovering speech from
objects which don't produce their own light can be used astlae victim's conversation by performing the ‘little seal bug'
diaphragm to recover speech, as long as they are lightweigltiack. We assume that the eavesdropper is located within 35
and re ective (compared to desk lamps/lights, which produaeeters of the target room.
their own light). Components. The 'little seal bug' attack consists of the
following primary components: (1) Telescope - This piece of
equipment is used to focus the eld of view on the 'little seal
bug' from a distance. (2) Photodiode - This sensor is mounted
In this section, we describe the threat model and compajg the telescope, and consists of a semiconductor device that
it to methods presented in other studies. converts light into an electric current. The current is generated
Objective. The 'little seal bug' attack is a method towhen photons are absorbed by the photodiode. Photodiodes
recover speech using a photodiode mounted on a telescgpe used in many consumer electronic devices (e.g., smoke
directed at a lightweight, shiny object (e.g., an empty soditectors, medical devices). (3) Sound recovery model - This
can). Conversations which take place in the vicinity of thgnodel receives an optical signal as input, and outputs the
object cause the object to vibrate. In order to recover thgcovered acoustic signal. The eavesdropper can implement
conversation's contents, the minuscule vibrations are obsenth a model with dedicated hardware (e.g., using capacitors,
by the photodiode, and processed from an optical signal inigsistors). Alternatively, the eavesdropper can use an ADC to
an acoustic signal, representing the recovered conversatioample the photodiode, and process the data digitally using a
Victim. We consider potential victims of the 'little seal bug'laptop; in this study, we use the digital approach.
attack to be anyone who is exchanging sensitive informationThe conversation held in the victim's room creates sound
in a verbal conversation. A victim could be: (1) a worker at gnd(t) that results in uctuations in the air pressure on the
company, (2) a surveiled spouse [20], or (3) any other persgirface of the 'littte seal bug'. These uctuations cause the
who an attacker has an interest in obtaining their sensitiggject to vibrate, resulting in a pattern of displacement over
information. time that the eavesdropper measures with the photodiode,
Setup. We consider the following setup to be susceptibl@hich is directed at the object via the telescope. The analog
to surveillance using the 'little seal bug' attack; The victimoutput of the photodiode is sampled by the ADC, to a digital
is located in their home/ofce and is engaged in verbaptical signalopt(t). The eavesdropper then processes the
conversation where sensitive information is being shared. Thgtical signalopt(t), using an audio recovery algorithm, to
room the victim is located in contains a shiny, lightweigh&n acoustic signand (t). Fig. 2 outlines the threat model.
object/ornament located on a table/desk near the victim. Thein general, microphones rely on three components (a di-
conversation (in-person or virtual) is being held in an illuaphragm, transducer, and ADC). In the 'little seal bug' attack,
minated room, where the shiny object can be observed frahe shiny object serves as a diaphragm, which vibrates when
outside the room (e.g., through a window). sound waves hit its surface. The transducer consists of an
Attacker. We consider a potential attacker to be someorexternal light source and the remote photodiode, which is used
with an interest in accessing a victim's sensitive informatioto convert the vibrations of the lightweight shiny object (the
by executing the 'little seal bug' attack in order to surveil theliaphragm) to optical measurements, using the light re ected
victim and obtain the content of their conversation. Actors witftom the surface of the shiny object. An ADC is used to
these interests can range from (1) a business competitor, ¢@hvert the electrical signal to a digital signal (as in standard
private investigators, (3) a surveilling spouse/family membericrophones).
[20], or (4) thieves/other malicious actors. Signi cance. The signi cance of the 'little seal bug' attack
Security Risks. The victim's security risk from the 'little with respect to methods presented in other studies is that the
seal bug' attack is proportional to the value the attackdittle seal bug' (1) is an external method that relies on a line
places on the sensitive information the victim may share of sight between the photodiode and the 'little seal bug' (unlike
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Fig. 2: The 'little seal bug' attack's threat model: The sowsmtl(t) from the victim's conversation (1) creates uctuations

on the surface of a lightweight re ective object (e.g., an empty iced coffee can, desk ornaments) placed on a desk (2). The
eavesdropper directs a photodiode at the object via a telescope (3). The opticabpigjais sampled from the photodiode

via an ADC (4) and processed, using an algorithm to recover the acoustic sighdt) (5).

other methods that require eavesdroppers to compromisepdical signal obtained by a photodiode when shiny objects
device located in physical proximity of the victim in ordewibrate in response to sound, and (4) analyzing the effect
to obtain data and ex ltrate it [5], [2], [4], [11], [10], [7], [6], of ambient factors on sound recovery. In the experiments
[8]), (2) recovers intelligible audio signals, so it is not limiteddescribed in this section, we chose to use a simple shiny object
to classifying isolated words that appear in a precompildd light weight) as the lightweight re ective object; the use
dictionary (unlike [2], [5], [4], [10]), and (3) can be usedof such a generic object allowed us to investigate whether a
to recover the content of physical and virtual meetings (hotodiode can be used to successfully recover sound from
contrast to TEMPEST attacks that can only be used to recogsiny objects.
the content of virtual conversations [12], [13], [21], [22], [23]).

The methods most related to ours are the laser microphgge Shiny Objects as Microphones
[16], the visual microphone [14], Lamphone [15], and the

Gl ttack 1131 all of which | . i In this subsection, we show that shiny objects can be
owworm attack [13], all of w ICh are also passive op ,'? xploited as optical microphones. First, we demonstrate that
methods for sound recovery. Unlike those methods, the 'litt

| bud' K he (1) f . shiny object vibrates according to the sound waves that hit
seal bug' attack can recover speech: (1) from re ectiong, o tace. Then, we show that the vibration of a shiny object

of light on objects that are not electronic (as opposed An be recovered from the light re ected from its surface b
Lamphone [15] and the Glowworm attack [13] which recov‘?ﬁsing a photodiode 9 y

sound from electronic devices that emit light, respectively Experimental Setug A wire was used to attach a shiny 50
speakers and light bulbs), (2) from objects which are co ram weight, purchased from Amazon [24] to the upper edge
monly plaged on desks (as opposed to Lamphone which r_eI;Eqsa stand. We attached a gyroscope [25] to the bottom of the
on a haljgmg light bulb), (3) at a sou_nd level of 75 dB, Wh'cmleight and connected the gyroscope to a Raspberry Pi 3. We
is a signi cantly lower volume than prior works (as opposed tg . - sampled the gyroscope via the Raspberry Pi at 4000 Hz
the visual microphone [14] and other methods [8], [14], ulf;ee Fig. 3). Finally, we created an audio le of a frequency

[10] that are limited to recovering speech at higher volume%)can (chirp/sweep) from 200-1500 Hz and played the audio

(4) using a photodiode, which is a passive sensor that do%s, via speakers which were placed 10 cm from the weight,

not provide any indication regarding its use (as opposed %? an average volume level of 75 dB

the laser microphone [16] which relies on a laser transceiver Results & Conclusions Fi
. . . g. 3 presents spectrograms of (1)
and (5) is composed of hardware (ADC, photodiode) that the frequency scan and (2) the weight's vibrations, extracted

not associated with spying (as opposed to the laser microphtm)qn the gyroscope's measurements. As can be seen from the
[16D). - , . spectrograms, the weight vibrates based on the nearby sound

The ‘little seal bug" attack presents an abstraction of Nom the frequency scan. We note that, as can be seen in the
Lamphone threat model. In addition to desk lamps, whi ectrograms, there are distortions in the reconstructed audio

produce their own light, lightweight re ective objects can als?rom the gyroscope measurements, and we demonstrate in the

be used as a dlaphragm to optically recover sound, W'th_ lowing sections signal processing and denoising methods to
external light source acting as a transducer. Since these obj recover less distorted audio

are more ubiquitous than desk lights/lamps in of ce settings |\ o next experiment, we show that the vibrations of

(e.g., iced coffee can) this presents a more accessible thrtﬁ%t weight can be captured using a photodiode when light
model to attackers. is shining on the object.
Experimental Setup Extending the setup used in the
IV. REFLECTIVE OBJECTSAS MICROPHONES previous experiment, we directed a telescope (Meade 8” ACF)
In this section, we describe the series of experimendsthe weight from a distance of 10m, at the same height as the
we performed which were aimed at: (1) explaining whyeight. We mounted a photodiode (the Thorlabs PDA100A2
lightweight re ective objects can be used to recover soun{l6]) to the telescope. The voltage was obtained from the
(2) determining the speci cations of the equipment needegihotodiode using a 24-bit ADC NI-9234 card [27] at a
to recover speech from a shiny object, (3) characterizing teampling rate of 4 KHz and processed in a LabVIEW script



tension/elasticity of the wire, etc.) which results in a higher
SNR in the optical signal around this frequency.

Based on these experiments, we made the following con-
clusions: (1) When light hits a re ective object, the re ection
of the light from the object is modulated by the object's
movement, which is associated with the nearby sound. (2)
In some cases, an equalizer is required to balance an unequal
response across the spectrum. (3) The zero SNR value obtained
in the dark rules out another possible explanation as to why
we could spot the vibrations of the weights in the optical
measurements, which is that the measurements obtained by the
photodiode were affected by EMR emitted from the speakers;
clearly, the optical measurements were not affected by any
possible side effects; if they were, the SNR in the dark would
not be zero.

Fig. 3: Top: The gyroscope attached to the weight (indicated Egvifyec' cations of the Equipment Required for Speech Re-
the red arrow). The gyroscope is sampled by a Raspberry PI'3. . ) . )

Bottom: The spectrogram of the original frequency scan audigN€Xt, we describe our experiments aimed at measuring the
le (left) and the spectrogram extracted from the gyroscopéPrations of shiny objects when sound waves hit their surface.

measurements when the frequency scan was played by neﬁﬁ?ed on the results, we establish criteria for the sensitivity
speakers (right). spéci cations of the equipment needed to recover sound from

shiny objects' vibrations.

that we wrote. We created an audio le that consists of various Experimental Setup A wire was used to attach a shiny
sine waves (120, 170, 220, .... 1020 Hz) where each siBe gram weight to the upper edge of a stand. We attached
wave was played for two seconds. We played the audio le, gyroscope [25] to the bottom of the weight and connected
via speakers which were placed 10 cm from the weight, e gyroscope to a Raspberry Pi 3. Then, we sampled the
an average volume level of 75 dB. We then obtained thgroscope via the Raspberry Pi at 1600 Hz (see Fig. 3). We
optical signal via the photodiode when the lights in the roopiaced speakers in front of the weight (a few centimeters away)
were on and off, using three different weights: weights eind played various sine waves (200, 250, 300, 350,...., 800 Hz)
10, 50, and 100 grams. Finally, we covered the weights wiffom the speakers at 75 dB. Finally, we obtained measurements
black tape and repeated the abovementioned experiment ag@m the gyroscope when the sine waves were played.
when the lights in the room were on. The lights in the room Results We calculated the peak-to-peak values for each of
were standard LED of ce ceiling lights. The experiment wathe three angles measured by the gyroscope for every 1800
conducted without external light (e.g., sunlight) entering theonsecutive measurements (one second of sampling). Based
room. on the known formula of the spherical coordinate system

Results & Conclusions Fig. 4 presents the signal-to-noisg28], we calculated the 3D vector (x,y,z) that represents the
ratio (SNR) obtained from the optical measurements acquirpdak-to-peak vibration for each of the axes. We calculated the
in the experiments. The following observations can be ma@eiclidean distance between this vector and the vector of the
by analyzing the SNR values: (1) When the lights are on amdltial position. As can be seen from the results, which are
the surface of the weights is not covered with black tappresented in Fig. 5, the total movement of the weight is very
the vibrations of the weights can be spotted in the opticaliniscule (0.3-1.3 mm).
measurements (the SNR is positive). (2) However, if light is In the next experiment, we examine how eavesdroppers can
not re ected from the weights (because the lights are off or thietermine the sensitivity of the equipment needed to recover
surface of the weight is covered with black tape), an objec&ound based on shiny objects' minute vibrations (0.3-1.3 mm).
vibrations (the weights in our case) cannot be identi ed in the Experimental Setup We directed a telescope (Meade 8"
optical measurements (as can be seen in Fig. 4, the SNRAGF) at a shiny weight (at the same height as the weight)and
zero in the experiments conducted when the lights in the roanounted a photodiode (the Thorlabs PDA100A2 [26]) to the
were off and when the surface of the weights was covered witllescope. The voltage was obtained from the photodiode using
black tape). (3) The SNR increases with lighter weights, bat24-bit ADC NI-9234 card [27] at a sampling rate of 1600
the unique behavior of the SNR is maintained across all bz and processed in a LabVIEW script that we wrote. The
the weights used. (4) The response is not the same acrossititernal gain of the photodiode was set at 50 dB. Finally, we
spectrum and decreases as a function of the frequency. placed the telescope at various distances (1, 2, 3, 4, 6, 7, 9

We note that there is a "peak” in the SNR around 900Hmeters) from the weight and measured the voltage obtained
in the optical measurements obtained when the lights are @mmem the photodiode for each distance. The lights in the room
This could be caused by various factors associated with tiwere standard LED of ce ceiling lights. The experiment was
physical characteristics of the hanging weight and connecteshducted without external light (e.g., sunlight) entering the
wire (e.g., a mechanical resonant frequency around 900Hapm.
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