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Remembering How We Got Here

A M E R I C A N  F U Z Z Y  L O P  - Z A L E W S K I ,  2 0 1 3



The Age of 

Vulnerability

Discovery



As of February 2023, 
ClusterFuzz has 
found ~27,000 bugs 
in Google and over 
8,900 vulnerabilities 
and 28,000 bugs 
across 850 projects 
integrated with OSS-
Fuzz.



“Evaluating Fuzz Testing”
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problems in every 

existing experimental evaluations
translate to actual wrong or misleading assessments
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Benchmarking: Observable Success

F U Z Z B E N C H – C O M P A R I N G  P E R F O R M A N C E  O F  F U Z Z E R V S  P A R S E R



Fuzz Introspector

L I K E  G C O V R E P O R T S  B U T  F O R  F U Z Z I N G !



Fuzz Introspector

L I K E  G C O V R E P O R T S  B U T  F O R  F U Z Z I N G !



Fuzz Introspector

L I K E  G C O V R E P O R T S  B U T  F O R  F U Z Z I N G !



Fuzzer Challenges

T H E  C R U C I B L E  F O R  F U Z Z I N G  A N D  S O L V E R  T O O L S



Fuzzer Challenges

T H E  C R U C I B L E  F O R  F U Z Z I N G  A N D  S O L V E R  T O O L S



Bugs Exist in New Code
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Building the Fuzz Chain

F U Z Z I N G  I N  T H E  R U N T I M E

• Jazzer
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Building the Fuzz Chain

J A Z Z E R S U P P O R T S  C U S T O M  S A N I T I Z E R S



Fuzzing in the Cloud

S E C U R I T Y  I S  A  S H A R E D  R E S P O N S I B I L I T Y  A N D  G O O G L E  I S  H E R E  T O  H E L P !



AFL++ - still the best general fuzzer
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LibAFL: Modular Fuzzer Design
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Advanced 

Instrumentation



Fuzzers need to 
know when a 
fault has 
occurred. 
Memory 
corruption makes 
this trivial but 
other bug classes 
may require 
specific checkers



Sanitizers for Sanity

H E A R T B L E E D  I M P A C T E D  6 6 %  O F  W W W  S E R V E R S

fuzzers
checkers
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Sanitizers for Sanity

L L V M  S A N I T I Z E R  F A M I L Y
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Focused Mutation

C H E A P  A L T E R N A T I V E  T O  T A I N T  T R A C K I N G  A N D  S Y M B O L I C  E X E C U T I O N



Improved Input 

Generation 



“Grammar 
mutators are 
able to trigger 
deep bugs that 
are near 
impossible to 
find with code 
coverage 
guided fuzzers"



Grammars

C O N T E X T  F R E E  G R A M M A R S  S T R U C T U R E D  /  A P I  G R A M M A R S  



Searching for Approximate Grammar

F U Z Z I N G  I S  A  C H E A P  G R A M M A R  E X T R A C T I O N
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Grammars are a Browser’s Best Friend

L I B P R O T O B U F - M U T A T O R  V S  T H E  C H R O M E  S A N D B O X



Grammars for APIs

L I B P R O T O B U F - M U T A T O R  V S  A P I S



Grammars for Syscalls

G R A M M A R  F U Z Z I N G  S Y S C A L L S



When in Doubt, Math it Out

H I G H L Y  S E L E C T I V E  A P P L I C A T I O N  O F  H I G H L Y  S O P H I S T I C A T E D  T E C H  W I N S  I N  T H E  E N D
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When in Doubt, Math it Out

S Y M S A N T R I T O N - D S E



When in Doubt, Math it Out

TRITON-DSE

TritonDSE goal is to provide 
higher-level primitives than . 
Triton is a low-level framework 
where one have to provide 
manually all instructions to be 
executed symbolically.”



Reaching New 

Attack Surface



2019: 2046 Linux 
kernel bugs found & 
fixed by SyzKaller
(BlueHat IL 2020)

2023: 4535 fixed 

Keeping average of 
2-3/day



Fuzzing Windows

W I N D O W S  – T H E  A N T I - P O S I X E N V I R O N M E N T



Fuzzing Windows with DBI

M A N Y  C O D E  C O V E R A G E  E N G I N E S  H A V E  P R O P A G A T E D  T O  W I N D O W S  



Snapshot Fuzzing
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Snapshot Fuzzing

A  S N A P S H O T  I N  T I M E  U N L O C K S  T H E  F U T U R E  P O T E N T I A L



Fuzzing Anything With Emulators

E M U L A T E  C O D E  Y O U  C A N  I S O L A T E  F R O M  H A R D W A R E  I / O



WTF Fuzzer

S O  Y O U  W A N T  T O  F U Z Z  A  W I N D O W S  K E R N E L  D R I V E R



WTF Fuzzer

S O Y O U  W A N T  T O  F U Z Z  A  W I N D O W S  K E R N E L  D R I V E R



kAFL / NYX Fuzzer

Y O U  W A N T  K A S A N A N D  S Y Z K A L L E R O N  W I N D O W S ?  



kAFL / NYX Fuzzer

Y O U  W A N T  K A S A N A N D  S Y Z K A L L E R O N  W I N D O W S ?  



“GDB Fuzzing”

T R A D I N G  O F F  P E R F O R M A N C E  T O  G E T  T H E  J O B  D O N E
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Differential Fuzzing

A S K  A N  O R A C L E  W H E N  H A R N E S S I N G  I S  I M P O S S I B L E



Summary



Thank You, WOOT’23
Questions?

Richard Johnson   |   rjohnson@fuzzing.io   |   @richinseattle

https://fuzzing.io/woot23.pdf
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